United Learning ICT Acceptable Use Policy

Adopted by the Finance & Infrastructure Committee, July 2015

All employees must read and agree to abide by this Acceptable Use Policy before they can
be allowed to use devices or services provided by or on behalf of United Learning. By
completing the relevant section of the Annual Renewal form you agree to the following:

a. An authorized representative of the Group may view, with just reason and without
notice or notification, any communications you send or receive, material you store
on the Group’s computers/ services or logs of websites you have visited. This data,
regardless of where hosted, belongs to United Learning at all times. It is the Group’s
policy not to view colleagues’ emails without good cause.

b. You will only access those services/ aspects of services which you have been given
permission to use.

c.  You will not use United Learning resources to operate your own business.

d. You will not attempt to remove any of the security measures put in place by
United Learning to ensure the integrity of its services, the security of its data or
the appropriateness of employee activity.

e. Any communication from a United Learning related account (email, social media)
or account which identifies you as belonging to United Learning will be
appropriate in tone and content.

f.  You will exercise caution when sending information via email to ensure that it is
addressed to the correct recipient(s) and is the correct information (particularly
when attaching documents). Personal data (that by which an individual could be
identified) must not be transferred to other recipients unless encrypted or
password protected, in line with the requirements of Data Protection legislation.

g. You will not transfer United Learning data outside of the organisation’s systems
except via Group email or encrypted media. This includes the use of cloud storage
and personal email accounts. For example, saving files to Dropbox or emailing
them to a personal Hotmail account may resolve logistical problems you are
having but run the risk of those data leaving United Learning’s control.

h. You will use the Internet and other services for appropriate activity only. United
Learning considers inappropriate activities to include gambling (outside of
workplace Lottery syndicates), pornography and sites promoting views which run
counter to the organisation’s ethos.

i. You will not share your access credentials with anyone. Delegated access to
calendars/ email should be granted to administrative support staff, where required.
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j. You will not download, use, distribute or otherwise communicate any material
which, in so doing, infringes copyright.

k. The use of language deemed aggressive, offensive or intimidating is not acceptable.
You must not write anything on a website or send by email or other medium
anything which could be reasonably be deemed offensive.

I.  Use of a personal device to access any United Learning data is permitted, subject to
the acceptance of the separate Bring Your Own Device policy.

m. Breach of this policy may result in disciplinary action.

Please confirm you have read, understood and agree to abide by this policy by
completing the online annual renewal form 2022.

C\o\(> U n ited Lea rn i ng United Learning comp UCST (Reg d in England No: 2780748. A company limited by guarantee.

® The beSt |n everyone”“ Charity No. 1016538) and ULT (Registered in England No. 4439859, An Exempt Charity)



